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1. 27H

UDP Flooding AttackO|2t C}Fst DoS(Denial of Service) &229| &Eo =z rffZko| UDP uf
0

Zlg 0| 8sto] that SAES HESRT XS 22A7|= 348 etk 22 QUM
M5t= DDoS ®Ef & UDP Flooding Attacko| 2 £&2 XtA|stl Ut m2tM, & 2
M+& UDPe M3} o|Z 0|&¢ Flooding 3Z0| O{E7 0|F0| X|=X| HIAES &
siA  Lot=EHo{ ofofl cist 2o{ S F/Wxt ID/PS(Intrusion Detection/ Preventing

System)S2t &2 2ot | 2HOIM LotED HEs) = ZAo[ct

HEA
=

A

—_
2

2. 224 2t&H Protocols Overview

UDP Flooding Attack2 UDP2} ICMP Protocolel =ZF Hj7{L| 5ol et 20| Act o}
2t sS4 S olalsty| fldiMeE F Z2EZ2| = 2lo st

0
Protocol2| Z<S+£ UDP Flooding Attack®l 2 & 7|=of stell iz st

2.1. UDP Protocol

UDP Protocol2 John Postelo| =A15t RFC768!°/0l A | ot=|QiCt. 0| ProtocolE AlEsH=
SAEZ| 54 28M82 MIdlFT= dHH b A X|&XM0|7| I 20 S4A ZHe| AZME

MSof =X Retch w2t , Hole & zhel Azldol 2&=E0{of Sh= AMH[20ME At

B3 I‘Xl |. E—l’
1] 15 16 31
16-bit source port number 16-bit destination port number
8 bytes
16-bit UDP length 16-bit UDP checksum
¥ data {if any) rd

[Z&2.1] UDP Diagram

—

agl2.1]oM 2= Hiel 2ol ool M&ol JHE Z|=2Hel 2482 JIX|L ASS =l

|
g £ ct stX|gk J|2Xel olgf AEES HM3s5H7| 28 ICMP(Internet Control Message

Wy Copyright©2007
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Protocol)!®! Error Control 7|5S o| &3t}

2.2. ICMP Protocol

MM HIsHFX Z5H= IP Protocol S =tZolA wAist £ Q&=
Feedback2 M33517| flall dAEUCt W2, T2 EZ HEES 2[5 kst SHEjo| O
AIXIE Zestn ot O & EFRE AMH|A Port2 UDP diZlo] ME e mf M=

ICMP Destination Port UnreachableM|A|X|= UDP Flooding =224z} X st 2t&o| pAct.

Ao
>
2
=
o

#2.1]= ICMP ProtocolollM 2t st= MAIX| & 38 Destination Unreachable0| 7}& ==

[
e 571X mEEZ Ho{FECl.

Type 3. Destination Unreachable

Code Name
0 Net Unreachable

—

Host Unreachable

Protocol Unreachable

Port Unreachable

Fragmentation Needed and Don't Fragment was Set

Source Route Failed

Destination Network Unknown

Destination Host Unknown

Source Host Isolated

O |0 | Nl ]|DN

Communication with Destination Network is Administratively Prohibited

10 Communication with Destination Host is Administratively Prohibited

11 Destination Network Unreachable for Type of Service

12 Destination Host Unreachable for Type of Service

13 Communication Administratively Prohibited

14 Host Precedence Violation

15 Precedence cutoff in effect

[EZ2.1] ICMP Destination Unreachable Type.3 Z =X

I);;, Copyright©2007
SK infosec 4 Infosec Co., Inc. All Rights Reserved
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3. UDP Flood Test Environment

UDP Flood =42 #d3t1 ol ZHHE st7| flaf [2E3.1] &2 HERT &S

-

ZH| 3k

F N
A 4
( Internet )

- r.

GW 10.10.10.1

10.10.10.% Attacker

Ext: 10.10.10.239

Ink: 192.168.1.1

Sniper
192.168.1.242

|

%@Qﬁm Meafee 3 Mcafes 3 victim web
Marager Marmager e Packet Capture

192.168.1.245 192.168.1.240 192.168.1.243 192.166.1.244

192.168.1.241

HUB

[1&3.1] UDP Flood 34 AEZ st HERKI +4

0K
ol

9

mjo

Zel 28 i ctE =AESol 2[et DDoSZ Zddo| =0 0| #IsHA rBot2 0l&
t

\d
I
ofr
3
4>
02
ot
als
30
rir
0z
k4]
mo
d
Ral
kl
30
_r‘_
_O'ﬂ
Ral
=

st Ect IRCBot2 DDoSE EC

[E3.1]2 HIAEo| AtSE FH|[E9| 2|AE0|Ct.

Ar 9.

OpA

=
T

Windows XP SP2
Windows 2000 SP4
Victim Web Windows 2000 Server Edition

Attacker

ID/PS Suhosin, sniper, Mcafee

Firewall NetScreen 5GT

[£3.1] HAE ZH| 22

W Copyright©2007
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Attacker=2} Victim AFO|O| RouterZ} &AM stX| &=ct. W2tA UDP Packet2 &stH g X|
L} Victime 2 2 ZHolod O mf wMst= gistH Egflm st} Victimel WEHA 4
El= UWE<S3 Eal® ZUEZ EFE Sof aelstch £sh #heiy MHME S5 UDP

Flood =2{0| Hdoj} ghet & = A=X| &el & Zolct

2 EAl= Firewallo|L}t ID/PSe| M2 HAE st7| 2I&0| =520 ot ct. UDP FloodZ}t
g S o U ER IS Hstet olo tfS5t01 FirewalldlA 7|2X2l #{E sI¥S O &

=2 o
2{0| oj} ekatEl=otE Selsts 20| BMolch walA, chest WS 0|83k o

37 Y| M UEND Melet BAS ¥ B F UEYT NElE 2elsAl vlD 8
2ot BiX, A2 +WY| M UEAD Mel2 Holsict

UDP3Z 2| A2 SYNFlood 3Z41t= E2| U ES R bandwidthE AE2A|Z7|= Z0| 5X0|

ch watM, o 324 SAERE 535 2 = 87| W20 DDoSZ FAAM 30| o

DDoSE s&#st7| flall =2 4 8iCf O|&t2| Zombie SAETJL HRSHX|

ot & EAMO|AE UDP Flooding 20| 2dgls mf HIEXT bandwidthe| #H=t7t ofE X
7 s

EE 0|8 Aot

Command!
A 10101039 7 upP Flooding!
M ’/J" 10,10,10,40 — \-__ o thipcéim
aster eb Senver
10.10.10.86 |~ [ o006 | —[Erewaltt "1 101010234
S| 100008 ] ¢ [192.168.1.244]
‘| 1010109 = i

[1&4.1] UDP FloodE o|&¢t DDoS 7HE =

n

W Copyright©2007
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HAN EsiE s =telsty| flsh FirewalldlM HMzsts HEE ZUHEE ot

Live Graph - 60 Minutes - 10 sec Interval

O (T YT (PRI (SO GNP WP PINE GRS NSNS (SPTICIT|

T T T T T
120 1220 12:20 1240 1xE0 14:00

| M Eazndwidth Teaffic I Bandwidth Traffic QUT |

[OD84.2] HA HESIT EcfH

HAES HolE 2?aiA victimoll Chet A Zd EfEH 2 HMelstle UWESRIE o|8st
X ofUct [O4.3]= & HET EeiE 235 EojFECh
Bandwidth Traffic IN Bandwidth Traffic OUT Sum Coverage
kbt | kbitfsecond kbreke | kbitfsecond kbyte kbit}second k)
2007-02-14 £ 2:00 - 7 = 3:00 1.889 0.240 0.000 0.000 1,889 0.240 2
2007-02-14 2= 1:00- 2= 2:00 §, 956,093 20,461 451,329 1.025 9,437 427 Z21.4589 100
2007-02-14 $= 12:00 - 7= 1:00 9,912,262 22,571 545,070 1,245 10,460,332 23.819 100

[284.3] Y& WENT sl

S, 1A kSt et E EfE 22 21.489Kbit/Second”t M S CE
=]

Ct= 10.10.10. HISIEH 2 X|Lt 10.10.10.2442 7t= ping2l response =
[O8l4.4]2F &t
e Copyright©2007
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2 DIWWINDOWSWsystem32Womd. exe

Wping 10.18.10.244 -t

.18.244 with

.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.18.18.244:
.10.18.244:
.18.18.244:

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

32 bytes of data:

TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127

bhytes=32 time=2ms=z
hytes=32
bhytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
bhytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
bhytes=32
bhytes=32
hytes=32
hytes=32
hytes=32

time=1ms
time=1ms
time=1ms
time=1ms
time=1lmg
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1lmg
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1mg

[Z224.4] victimoll Ch$t ping EIAE

olo
—

DDoS = Ol O|j—O1I|XI s

4.2. After Attacking

HAES

2|et DDoS =4
IRC Botg o2&

ol =
AA =

Zolct.

[22l4.1]0A] E& Bl 20| 10.10.10.860] IRC Alt{

ct. [22l4.5]= Masteroll M IR

SgolME 2

-
0z
Oh

CE 0|23l Client& HEE

UEHDT M7t 2sare solg

71 2loil 5CHel M=

SAEQl Bote 2 & AzH

O

Aloll MasterZt =

nfosec

8 Infosec Co.,
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B C[olx)

C:WWINHNTWsystem3?2. [Hostname]: info-jheqjuign® (18.18.10_.48). | hkk_89994
[Current User]: Administrator. [Date]: 14:Feb:2887. [Time]: hkk_42567
13:55:44. [Uptime]: 4d 19h 12n. hkk_58711
<hkk_92657> [SYSINFO]: [CPU]: 1725MHz. [RAM]: 1,846,956KB total, hkk_89498
1,846,956KE free. [Disk]: 48,957 ,68B4KE total, 15,481,496KE free. hkk_92657
[05]: Windows XP (Service Pack 2) (5.1, Build 2688). [Sysdir]: tester

C:WWINDOWSYsystem32 . [Hostname]: june-xp {18.18.18.63). [Current
User]: rosso. [Date]: 14:Feb:2887. [Time]: 13:55:46. [Uptime]: Bd
5h 18m.

<hkk_89498> [SYSINFO]: [CPU]: 888MHz. [RAM]: 1,846,64B8KB total,
1,046 ,640KB free. [Disk]: 75,815,484KB total, 22,117,692KB free.
[05]: Windows XP {Service Pack 2} (5.1, Build 2688). [Sysdir]:
C:WUWINDOWSHsystem32. [Hostname]: your-6d3366CF84 (18.10.18.61).
[Current User]: F=E|7l. [Date]: 14:Feb:2087. [Time]: 13:51:12.
[Uptime]: 8d 5h 11m.

<tester> .udpflood 18.10.168.244 1000008 4896 18

<hkk_42567> [UDP]: Sending 108080 packets to: 18.10.18.244. Packet
size: 4896, Delay: 18{ms).

<hkk_92657> [UDP]: Sending 1880808 packets to: 18.18.18.244. Packet
size: 4896, Delay: 18{ms).

<hkk_58711> [UDP]: Sending 1000888 packets to: 10.10.108.244. Packet
size: 4896, Delay: 18{ms}).

<hkk_89994> [UDP]: Sending 188888 packets to: 18.18.18.244. Packet
size: 4896, Delay: 18{ms).

<hkk_89498> [UDP]: Sending 188888 packets to: 18.18.18.244. Packet
size: 4896, Delay: 18{ms). v

[a124.5] IRC Mof 3tH

AgentollZl UDP Flood =2Z & Wz|7] 25 ci22t &0| IRC &oll /g sttt
.udpflood 10.10.10.244 100000 4096 10

2] HE2 (Bot HALUAM E2== WHOEM SRz ME = ZEE gkl mizl ©F
4096Bytes® 1000007HE 10ms G2 M &5H2} 4 =
Z |P Fragmentation BHES HXAH =HEZ o %

of &t=lct

rr
N
o
n
5&
A
rD

rlo
>
\J

[184.6]2 40| #d=AS o T2f=0lct

Live Graph - 60 Minutes - 10 sec Interval

kbitfsecond

1320 13:20 130 1350 1400 1110

,i Bandwidth Traffic I Bandwidth Traffic OLIT |

[224.6] 1% 54 3tH

W Copyright©2007
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HE®/ 3= 100Mbpse bandwidth& ZHX|2 RAct 1x SAS Sall 156Mbps 7+ 2 &
] 2

e sie EzfEo| ZF victim2E =24l =of [d'34.7

7t A =t

c

ping HIAE ZIE

REE

19.18.18.244:
18.108.18.244:
18.108.18.244:
18.108.18.244:
18.108.18.244:
18.108.18.244:
18.108.18.244:
18.10.18.244:
18.18.168.244:
18.18.168.244:
18.18.168.244:

: bhytes=32

: bhytes=32

hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

: bhytes=32

: bhytes=32

: bhytes=32

time=20ms TTL=127

time=46ms TTL=127

time=42ms TTL=127
time=192ms TTL=127
time=38ms TTL=127
time=644ms TTL=127
time=3%ms TTL=127
time=3%ms TTL=127
time=144ms TTL=127
time=37ms TTL=127
time=38ms TTL=127
time=3%ms TTL=127
time=35ms TTL=127

time=4%ms TTL=127

time=38mz TTL=127

time=38mz TTL=127

[O84.7] 1%

£

Al victimoll tH$t ping HHAE Z1}

2rotocol | Info

T,

| Source | Destination
IO 1003

TI0E, L=FF

38 6.922000 10.10.10.97 192,

192,

6.925094 1 .10.10.40 192,

37 6921591 10.10.10.97 192,

166.1.244
168.1.244
168.1.244

U DOUTCE JOreT TTO DESOITanoT pore l‘fDLl
P Fragmented IP protocal (pmto UDP Dxll Df‘f 1)]
P Fragmented IP protocol (proto=UDP 0x11, off=1480)

UDP Source port: 1824 Destination port: 10422
ICMP  Destination unreachable (Port unreachable)

168.1. 244 P Fragmented IP protocol (proto=UDP 0x11, off=1480)
=N 926083 ID 10 10.40 102.168.1.244 UDP Source port: 3899 Destination port: 29870
3 244 10.10.10.40 [Destination unreachable (Port unreachable)
44— 6. 927293 ID 10 10.98 192.168.1.244 P Fragmented IP protocol {proto=UDP 0x11, off=0)
45 £,928508 10.10.10.98 102.168.1.244 P Fragmented IP protocol (proto=UDP 0x11, off=1480)
46 0. 929460 10.10.10.98 102.168.1.244 UDP Source port 3954 Destmat\Dn port: 7919
b 0,10 e 2l
48 7. Dl4D53 10.10.10.61 192.168.1.244 P Fragmented IP protocal (proto=UDP Dxll Df‘f a)
49 7.015126 10.10.10.61 192.168.1.244 P Fragmented IP protocol (proto=UDP 0x11, off=1280)
50 7.016190 10.10.10.61 192.168.1.244 P Fragmented IP protocol (proto=UDP Ox11, off=2560)
51 7.016402 10.10.10.61 102.168.1.244 LDP Source port: 3724 Destination port: 4696
= - P =L —
[O8l4.8] 1t B2 Al victimollAM ZEX|&F {2 &

o Ty : m ] o| IiI rn
[O8l4.8]2 2™ victim A|AHE0| fragmentationE UDP mZlzn 22l ZE ZA2=E ¢l
= =] S H H = [=] sl S = A
off 24 Sk ICMP Destination Port Unreachable MIAIX|[Z7} FI|x o2 WSS ol 5
ol
AAE}

tHEke| UDP mfZint H=0{ victimolA H&A[Z[= ICMP o2 HIAIX|E=

victime| HEX3

{
SK,gi’nfosec

Copyright©2007
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AHAE 225 stof & MHEMS el 7[s2 dEstA otX| Zot= ZTE Eef s

Nt
ful

HAE 2HZ9| bandwidthE 100MbsE ZHEICH WEtA 100Mbsoll 77t 342 T sHA

2 47 HES ol ol Haot dst= X| 2helsi =2ct.

.udpflood 10.10.10.244 1000000 60000 3

oltHoll= M ME mZ! Ji==2} payload 37| 21 ML ZHHE 3msE E0{ =2}

[28l49]= 324o| = s uf d=f=olct.

Live Graph - 60 Minutes - 10 sec Interval

100,000
80,000

60,000 -~

kbitfzacond

40,000 -

20,000

o

T T T T T T T T T T T T T T T T T
1431 1432 14:33 134 1435 14136 1437 14138 1439 1401 14:41 1442 1443 1444 1dhidf 1h4f 17

| W Bandwidth Traffic I Bandwidth Traffic SUT ‘

[2184.9] 2%t 524 =tH

from 18.10.160.244: bytes=32 time=1lms TTL=127 =5
from 18_.180.160_.244: bhytes=32 time=1ms TTL=127
from 18.18.168_244: bytes=32 time=ims TTL=127
from 18.18.160.244: bytes=32 time=1lms TTL=127
from 18_.180.168_.244: hytes=32 time=1ms TTL=127
from 18_.168.10_244: bytes=22 time=1ms TTL=127
from 18.18.160_244: bytes=32 time=1lms TTL=127

Request timed out.

[Request timed out.

Reguest timed out._

Reguest timed out.

Request timed out.

Reguest timed out.

Reguest timed out.

Request timed out.

[Regquest timed out.

Reguest timed out.

Request timed out.

[Request timed out.

Reguest timed out._

Request timed out.

Request timed out.

Reguest timed out.
Reguest timed out.

[O22l4.10] 2} 22 A| victimoll gt ping HHAE ZI}

l);_-, Copyright©2007
SK infosec 11 Infosec Co., Inc. All Rights Reserved
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e
+
20
n

[O84. 7)ot 22| 2XF 3 Aol victimel ping 2E0| M3 glage &el

Ao 2 Firewalld| A R2E victim2Z2 HZE&= U ERI= bandwidthE zIof SHE=7HX|

225HA =of a™el MH|AS SHX| ZStE DoSafEfol| HRX|AH| E Cf.

Ct2 HolM= UDP Flood 3ol tfE5t7] fIek FirewallZ} ID/PS &EolM 2| ti3Eers

rot=rt,

5. Defense and Mitigation

5.1. DDoS EX|

DDoSE Wo{str| 2|8 7|2 DDoS 7l ¥, UWEKYZ &d| &H J[E ofg] JHX|] 22l
uhet ctz2A M=t S5 2 EAM0M cfF1 U= UDP Floodel A<, HAECl EgfH
(normal traffic)zt H| MA™ol Egf® (anomaly traffic)Zte]l Xjo|& 2AM3sI HMAESH S

5t= Z0| DoSE #o{st= =2 Fo| =l

AHIM o Z UDP Flood 842 e uf =2 Zombie oM ZMAIF7|= wiZle 2 7|7}

ciekstol M& 2k sk cfekst s =lch sEX|2E Firewall2 2 miZlo] S2|AH =of &
(

2 x ool cizrel mzlol 22 4 gl gich

mh2kA, 2o 2 2tstE 2|3l Firewall®l Threshold A& 7|s& o|&% Ziolcl.

[2®5.1]2 B0l +H=AS © FAE TN Sniperdl M= CHETH 22 HTE WA
74 |:|._
I’;;, Copyright©2007

SK infosec 12 Infosec Co., Inc. All Rights Reserved
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[2&5.1] Sniper IDSOIA] UDP Flood EX| stH
=X DDoS & Al IDS7F [OaE5.1]1 Zo|] MAEsH EHX|E |l HES3T Z2|XoH &
£ ot #e(Xte WeiHs Sof MEst th30| 7t & Aolct 28 IPSe| & AlA[Zt
oz o] 2E =Yo| JtssIEE 547| 2o IPSol DDoSoll thst thg Mg & MHSH
o = Zdo|ct

o 22kol 100Mopoll 27517 ol Fofzlct. 4
Sofl o Eold 4 fio| 2o 2ol 2FE ZHS FUMS 22 HEYD Mu|Ad| o}
=

|= 3&to| st

Thresholdoll e Ezf® wHstE g2 =elsty| 9o ofzfet Zol ANz Xfct

ThresholdE =X st0{ HIAESHCT}

- 1cHAl: 200 pps (packet per second)
- 2%HAI1 100 pps
- 3CHAI: 50 pps
- 4THAD 20 pps

rl:l
Ral
[N
ru
]
[0
HU
_|
0
@

w

0
o
o
P
0
mo
Ofm
o
)
O
(@]

[@))]
0L
i)
Ll
il
ot
rir
fol
_\:__I
12
2
inl
I
o
[@)]
N
rir

m,.' Copyright©2007
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100,000

80,000
B0,000
40,0004
20,000
I

kbitfz=cond

I I
16:10 16:20

I
) 4k

|l Bandwidth Traffic IN Bandwidth Traffic GUT

[185.2] Threshold¥islol| w2 Eci His|Et

r.r |.“:Izv 2 EI_I'7:II

bytes<32 tine-dSms TTL-127
bytes=32 tine=229ns TTL=127

=

- (o) x| [ WWINDOWSWsystem32Wemd.exe '

: hytes=32 time=oms TTL=127

: hytes=32 time=oms TTL=127

: hytes=32 time=tms TTL=127 E—I‘
: hytes=32 time=4ms TTL=127 4 |_71|
: hytes=32 time=oms TTL=127

: hytes=32 time=oms TTL=127

: hytes=32 time=tms TTL=127

: hytes=32 time=6ms TTL=127

: hytes=32 time=4ms TTL=127

: hytes=32 time=oms TTL=127

: hytes=32 time=tms TTL=127

: hytes=32 time=5ms TTL=127

: hytes=32 time=4ms TTL=127 J
: hytes=32 time=bms TTL=127

: hytes=32 time=6ms TTL=127
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